


Q24. Define different types of Security management.

Ans. Security mana A
y gement for networks is different for all kinds of situations. A home or small office

may only require basi i : ;
b, ¢ security while large businesses may require high-maintenance and advanced

software and hardware to prevent malici f d spamming. Different kinds of
ft alicious attacks from hacking p ing. Di i

DITwE \ an

situations for security management network are as follows * : i

Homes & Small Businesses :

1.
2.

3.

T:
8.

9.

Basic firewall or a unified threat management system

E‘do;a\ﬁf;ggows users, basic Antivirus software. An anti-spyware program would also be a good
Whe;n us.re are many other typgs of antivirus or anti-spyware programs available.
il Smg aw:tlrgless connection, use a robust password. Also one could try to use the strongest
supporfedugg (t)h ff :y t_he” Widreless devices, such as WPA2 with AES. TKIP may be more widely
eir devices and should only b : ; :
with AES. y be considered in cases where they are NOT compliant
lfflusiflg \}flreless: Change the default SSID network name, also disable SSID Broadcast; as this
ng ion is unnecessary for home use. (Security experts consider this to be easily bypassed with
%10 lflm 1:;.;,cl'xm:'lcagy and som.e knowledge of how wireless traffic is detected by software).

S AC Address filtering to keep track of all home network MAC devices connecting to
o router.,(Thls is not a security feature per se; However it can be used to limit and strictly
monl‘Eor_ one’s DHCP address pool for unwanted intruders if not just by exclusion, but by AP
association.)

Assign STATIC IP addresses to network devices. (This is not a security feature per se; However

i_t ma()lr be used, in conjunction with other features, to make one’s AP less desirable to would-be
intruders.) . ' '

Disable ICMP ping on router. | _
Review router or firewall logs to help identify abnormal network connections or traffic to the

» Internet.

Use passwords for all accounts.

10. For Windows users, Have multiple accounts per family member and use non-administrative accounts

for day-to-day activities.

11. Raise awareness about information security to children.

Medium businesses :

1

2.
S
4.
S,
6.
i
8.

A fairly strong firewall or Unified Threat Management System

Strong Antivirus software and Internet Security Software.

For authentication, use strong passwords and change them on a bi-weekly/monthly basis.

When using a wireless connection, use a robust password.

Raise awareness about physical security to employees.

Use an optional network analyzer or network monitor.

An enlightened administrator or manager. % . | ]
Use a VPN, or Virtual Private Network, to communicate between a m_al.n office and satellite
offices using the Internet as a connectivity medium. A VPN offers a solution to t.l}e_cxpense of
'l-éag:‘mgﬁa data line while providing a secure ngtwork for the offices to c_on}mumcz_ate. A VPN
_pmyiﬂfeﬁ_s_ the business with a way to communicate between two in a way mimics a pri vate leased




